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Abstract

Event visualization tools are commonly used to
facilitate the debugging of distributed applica-
tions. Although these tools provide a graph-
ical view of distributed executions, they are
frequently insufficient for full debugging pur-
poses. The need for traditional debugging op-
erations is often overlooked when building these
tools. Omne of the most useful operations in
traditional debuggers is single stepping. How-
ever, the difficulties faced when dealing with
partially ordered-executions have deterred the
development of a single-stepping method for
concurrent processes. This paper describes a
single-stepping operations suitable for event-
visualization tools. Three different methods
for single stepping are presented: global-step,
step-over and step-in. Abstraction techniques
are commonly used to reduce the overwhelm-
ing amount of detail presented to the user. Ac-
cordingly, single stepping in the presence of ab-
straction is considered. The operations defined
in this paper have been implemented in Poet,
a Partial Order Event Tracer, and examples of
the resulting visualizations are given.

1 Introduction

To take advantage of available computer re-
sources in the most efficient fashion, one must
look to distributed applications instead of tra-
ditional sequential ones. However, distributed
applications involve all the complexity of se-
quential ones, plus problems specific to dis-
tributed environments. Hence, tools that help
understand the behavior of such applications
are becoming more and more common. A use-
ful method for describing and reasoning about

a distributed execution is the use of event-
visualization tools, which give the user a graph-
ical view of the execution [5, 8, 12, 15, 18].

These tools aim to help the user understand
and debug a distributed application. Although
visualization is a very useful method for such
a task, it is often not sufficient for full debug-
ging purposes. Traditional debugging opera-
tions are also needed in such tools, so a user
can study a faulty program more efficiently.
One of the most frequently used functions of
a traditional debugger is single stepping. It al-
lows the user to study the program in an in-
cremental manner, while examining its behav-
ior. Such a facility would be a valuable addi-
tion to any event-visualization tool. However,
defining the meaning of a single step within a
non-sequential execution, where events are only
partially ordered, is a non-trivial task. This pa-
per describes a well-defined method for single
stepping in such a tool, which allows the user
to better understand the behavior of the exe-
cution. The concepts explained here are cur-
rently implemented in Poet, a Partial Order
Event Tracer, developed at the University of
Waterloo [12, 13].

An example of Poet during the visualization
of a PVM (Parallel Virtual Machine) [4] ap-
plication is given in Figure 1.! Within Poet,
at the simplest level, each entity exhibiting se-
quential behavior is represented by a horizon-
tal trace line. These entities can be processes,
tasks, threads, objects, semaphores, and so on.
In the remainder of this paper, for the sake of

IPoet can be used to visualize the execution of dis-
tributed applications in a number of target environ-
ments, among them OSF DCE, PVM, uC++4, and
ABC++4. The details of this target-system indepen-
dence are described in [14].



= PYM Execution Visualization =
Functionz Re-order traces Options Event abstraction Single Step [
iittle:cholhostH = T”
nith;cholhost %I—TTTIW?
big:cholnode . » i
nith:cholnode \\ \ @ \ \\ \’a . \ \\ \*.- |
galt:cholnode = \= \ *~—a \ - '\
little:cholnode e *—o *—=» L
__. Left: Step Over; Middle: Global Step; Right: Step In

Figure 1: Poet, the Partial Order Event Tracer.

simplicity, the word process will be used to re-
fer to any one of these entities. On each trace
line, events are positioned in their order of oc-
currence to describe the behavior of a process
over time. An event represents some computa-
tion and is considered to occur instantaneously.
Primitive events constitute the lowest level of
observable behavior in a distributed execution,
such as the sending or receiving of a message,
or the creation or termination of a process. On
the display, pairwise related events are joined
by arrows, such as sending a message from one
process to another. At a higher level of com-
plexity, process clustering [13] and event ab-
straction [10] are used to simplify the view of
the execution. We will discuss these concepts
further in Section 6.

A fundamental difference between tra-
ditional source-code debuggers
visualization tools is that, unlike code state-
ments, the events of an execution are not

Because of this limitation,

and event-

known a priori.
the part of our research discussed in this pa-
per deals with post mortem single stepping,
in which the events have been recorded dur-
ing normal execution. The event traces can
then be visualized by the user to understand
the execution after the fact or serve as a refer-
ence point to deterministically replay the dis-
tributed execution [16]. In the former case, a

user is limited to understanding the execution
behaviour by going through it incrementally,
at a controlled pace. In the latter case, tradi-
tional source-code debuggers can be attached
to the individual processes, collecting detailed
information about each process during execu-
tion, such as variable content, code path taken,
etc. [17]

The paper is organized as follows. Section 2
reviews related work. Section 3 gives a short in-
troduction to a few basic theoretical concepts,
in particular the definition of the past of an
event. This concept is fundamental for the re-
maining sections. Section 4 is the core of the
paper: it justifies and describes three single-
stepping operations for partially-ordered exe-
cutions. Section 5 discusses the implementa-
tion of these single-stepping operations in the
context of Poet. Finally, in Section 6 we briefly
discuss how the use of abstraction influences
single stepping, and we conclude with the de-
scription of future work.

2 Related Work

Distributed applications are inherently com-
plex and large. Accordingly, graphical visual-
izations can play a significant role in under-
standing their behaviour. These visualizations
are often based on process-time representations



of events which are available to the user after
the execution has taken place.

ATEMPT [9] is a post mortem event-
visualization tool. The authors mention the use
of consistent cuts as a way of breakpointing the
execution. However, as a replay mechanism is
not implemented, such a facility is presumably
not yet available. No single-stepping facility
seems to be provided in ATEMPT.

Hicks and Berman [6] describe Pangaea, an
event-visualization tool allowing both post-
mortem debugging and program replay. Pan-
gaea combines the visualization and trace facil-
ities of XPVM [8] with a new event-graph view
based on process-time diagrams. No single-
stepping or breakpointing facilities are avail-
able in this tool.

Paragraph [5] is a post-mortem event-
debugger that provides 25 different displays
to describe the collected event data. Despite
the difficulties inherent in establishing a global
clock, Paragraph attempts to use such a mech-
anism, creating a total serialization of events.
The tool adopts a dynamical visualization ap-
proach which re-enacts the original live action
of the execution by sequentially showing the
occurrence of the events. For a more detailed
study, the tool provides a sequential single-
stepping mode which processes the collected
data according to user requests.

Zernik et al. [18] discuss a post-mortem visu-
alization prototype based on process-time rep-
resentations. By performing different opera-
tions on these representations, it is possible to
get the equivalent of the debugging operations
of a sequential debugger. The authors describe
an approach that allows for single stepping in
terms of events. The events of the graph are
partitioned into three sets, past, present, and
future and operations are defined to enable
the user to move events from one set to an-
other. Single stepping is performed by repeat-
edly moving an event from future to present,
and updating the sets accordingly. To select
the event that changes sets, a total ordering of
events is necessary. Different methods are pro-
posed to restrict the partial order of the events
to a total order, such as a global-clock ordering
or a user-defined ordering. This tool appears
to be the only one defining single stepping at
the event level. By requiring a total serializa-

tion of events, however, they do not deal ade-
quately with inherently partially ordered exe-
cutions, such as distributed executions.

3 Theoretical Background

The representation of a distributed execution
that we deal with is based on the partial or-
der model using Lamport’s happens-before re-
lation [11]. Unlike this model, however, we
deal not only with asynchronous messages but
also with synchronous communication. For this
purpose we use an extension of the relation,
which is defined in [1]. With this relation, any
two events can be compared to see which one
occurs first in the partial order. When event
a precedes event b we write ¢ — b. When
a + band b 45 a, the two events are said
to be concurrent, which means that their or-
der of occurrence is not important. When a
particular event is of interest, it is often useful
to examine the set of events which influence it.
The past of an event is used for that purpose.

Definition 1 (Past of an event)
The past of an event a s the set of events that
precede it: past(a) = {b | b — a}.

4 Single-Stepping
tions

Opera-

This section defines three single-stepping oper-
ations for partially-ordered executions. These
operations can be incorporated in any event vi-
sualization tool that captures the partial order
of event occurrence. The next section will show
how we incorporated the operations into one
such tool, Poet.

4.1 The Execution Sets

Zernik et al. [18] give a method for single step-
ping in an event-visualization tool based on
three sets of events: past, present and future.
This section defines three similar sets, the ere-
cution sets, which are used to allow for a more
concurrent approach to single stepping.

While single stepping in a sequential debug-
ger, the execution state of the program can
be divided into three parts: executed, ready



and non-ready. A statement is executed when
the user has stepped past it, the statement
that will executed subsequently is ready, and fi-
nally, non-ready describes statements that still
depend on the execution of other statements.
The current state of an execution can then
be uniquely described in terms of three corre-
sponding sets. Because of constructs such as
loops, some statements can belong to all three
sets at once. Nevertheless, since a sequential
execution is totally ordered, these sets are eas-
ily computed: the ready set consists of exactly
one statement, the next one to be executed; all
statements having executed at least once are
part of the erecuted set; all statements that
still require execution after the next operation
are part of the non-ready set. Whenever a sin-
gle step is performed, the sets are updated to
reflect the new state of the execution.

Similarly, the state of an execution in an
event visualization tool for distributed applica-
tions can be described by these three execution
sets. In this situation however, the sets con-
sist of events instead of code statements. Un-
like statements, since a specific instance of an
event occurs only once, an event belongs to one
set at a time. Furthermore, since events can be
concurrent, there will be situations where more
than one event can logically be the next one to
execute. Therefore, it is generally impossible
to determine a unique ready event. In fact,
each process could have its own ready event at
any time. This makes the computation of the
execution sets less straightforward.

For the execution sets to be consistent, two
conditions must hold: any event preceding an
executed or ready event must be executed, and
any event preceded by a ready or non-ready
event must be non-ready. The term “preceded”
is used with respect to the precedence relation
characterizing the ordering of events. By en-
forcing these conditions, the execution is guar-
anteed to progress in an orderly fashion, and in
particular, to adhere to the total order within
each process. An alternate description is that
the cut defined by the executed and ready sets
is always a consistent cut [2].

Formally, we define the ready and non-ready
sets in terms of the executed set as follows:

Definition 2 (Ready and non-ready sets)
e ready =
{e & executed | past(e) C executed}

e non-ready =
{e & executed | past(e) € executed}.

This definition formalizes the intuitive no-
tion behind the concept of a ready event. Each
event in the ready set is an event that does not
depend on another ready event or on a non-
ready event; in other words, it is an event that
depends only on executed events. Therefore,
for an event to be ready its entire past must
be in the executed set. Due to the total order
of events in the same process, this implies that
each process will have at most one ready event.
Nevertheless, there will be situations where a
process will have no ready events; this occurs
when the event that should be ready is pre-
ceded by an event not in executed from another
process. Furthermore, by Definition 2, we can
deduce that the execution sets are mutually dis-
tinct.

As the ready set consists only of events that
are mutually concurrent, it will generally be
smaller than the non-ready. Consequently,
computing the non-ready set will usually be
more computationally intense. We therefore
redefine the non-ready set to facilitate its com-
putation.

Definition 3 (Non-ready set)

The non-ready set can be defined as the events
that are not in the executed or ready sets; that
18, let £ be the entire set of events then non-
ready = E\(executed U ready).

The following subsections define three types
of single-step operations. Each operation can
be expressed in terms of manipulations on the
set membership of events: moving events from
non-ready to ready or executed, and moving
events from ready to executed. All three oper-
ations try to advance the computation by the
smallest logical amount. This common concept
is explained in more detail in the next few para-
graphs.

4.2 The Step Size

Single stepping should allow a user to progress
through an execution in small steps. In a se-



quential program, this concept corresponds to
the execution of a single assembler or code
statement. In distributed applications, due to
concurrency, establishing a smallest amount of
execution is less straightforward.

A first approach is to allow the execution
of only one event that is ready. However,
transparently selecting one of many concurrent
events will often seem obscure to the user, since
the motivation behind it may not be clear or
even known. And asking the user to choose
which ready event to Execute easily leads to a
very slow and cumbersome interface when step-
ping through a large execution. A second ap-
proach, which we prefer, avoids choosing be-
tween concurrent events as much as possible.
Instead, multiple ready events are added to the
executed set. The exact number of ready events
depends on the specific operation, but the se-
lection is logical and can easily be understood
by the user. So in our approach the small-
est amount of execution is not always a single
event, and a single step will often cause multi-
ple events to be executed at once.

4.3 Initialization

Before single stepping begins, the execution
sets must be initialized. At the start, when
no event has been executed, it is clear that
the executed set is empty. Hence, the ready
events will be ones with an empty past. Fi-
nally, the remaining events are part of the non-
ready set. An update_execution_sets function
computes the ready and non-ready sets accord-
ing to the new executed set. This function can
be implemented very efficiently. In the absence
of any abstraction facilities (discussed below),
the execution sets are updated in linear time.
For a detailed description see [7].

Algorithm 1 (Initialization)
executed = ()
update_execution_sets

In some situations it will not be desirable to
start the single-stepping session from the very
beginning of the execution. To deal with this
issue, the initialization algorithm can be modi-
fied to assign an arbitrary but consistent event
set to the executed set. For example, a user
can set a breakpoint at a specific event. When

the breakpoint is hit, the execution is stopped
in a consistent cut [17]. The executed set can
then be initialized with the set of all events that
occurred so far and single stepping can resume
from this point on.

The following sections describe three single-
stepping operations made available to the user:
global-step, step-over and step-in. Each of
these operations supports particular scenarios
encountered during a single-stepping session.

4.4 Global-Step

A simple approach at single stepping in a dis-
tributed execution allows the user to request a
single step for the entire execution. The oper-
ation should cause as little execution as possi-
ble while remaining justifiable. In that respect,
a global-step causes every ready event to be
added to the executed set.

Algorithm 2 (Global-step)
ezecuted := erecuted U ready
update_execution_sets

This operation is simple to understand for
the user: it allows for an incremental progres-
sion through the execution. The global-step op-
eration allows the user to request a small step
in the entire execution, without focusing on a
particular event or trace. The function actually
causes the smallest logical amount of execution
possible with respect to the entire set of traces
and events.

There are situations where a global-step is
too general; one can imagine a situation where
a specific process is of interest and the user
wishes to focus on that process. To address
this concern, we define two stepping operations
which focus on an individual process.

4.5 Step-Over

Cases where a process is of particular inter-
est will often arise in a single-stepping session.
Imagine that a message is never sent; to deter-
mine the cause of the error, the user will want
to focus on the particular process where the
send event should have occurred and its inter-
actions with other processes. This type of sit-
uations requires a mean of allowing for single
stepping in the particular process up to where
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Figure 2: A single-stepping session using step-over.

the message should have been sent; other pro-
cesses are permitted to execute only when it is
necessary for allowing the process in focus to
execute; in particular, a process fully concur-
rent to the one in focus will not execute at all.

Once a process has been specified for such an
operation, establishing which event or events
should execute is essential. Intuitively, since
the operation focuses on a specific process, a
single step should cause execution towards the
next event of the process. Because events in
the same process are totally ordered, a simple
definition for the next event of a process can
be given. In this definition (and all the ones
following later), we do not distinguish between
aprocess P and the totally ordered set of events
in this process.

Definition 4 (Next event of a process P)
Np is the first non-ready event of P:
Np = {e € non-readyN P | € — e and

e € P =€ ¢ non-ready}

This definition is given in set notation to al-
low for generalization in the presence of ab-
straction. In the current situation however,
since the definition is restricted to a particu-
lar process, A'p always consists of at most one
(non-ready) event. In the particular case where
all the events of P are either executed or ready,
Np is empty.

With this definition, we define a step-over
operation as follows. A process P is selected
by the user, then Ap is determined and made
ready by adding the events in its past to the
executed set irrespectively of the processes they
belong to. This approach is similar to stepping
over a function in a sequential debugger. The

execution sets are then updated to reflect the
new state of the execution.

Algorithm 38 (Step-over(P))
executed := executed U past(Np)
update_execution_sets

Figure 2 shows an example of a small de-
bugging session using step-over. In the exam-
ple, the process selected for the operation is
represented by an emphasized line. To reach
the state of Figure 2(b) from (a), a step-over
was performed on the lowest process of the dia-
gram: it forced the Next event to become ready
by adding its past to executed. A step-over is
then requested in the middle process. The top
process is not affected by the operation since
its has no events in the past of the Next event
which are not already in executed. The exam-
ple also demonstrates that a step-over opera-
tion can be performed on a process that has a
ready event (2(a)) or does not (2(b)).

4.6 Step-In

So far, we defined two different single-stepping
operations, one which is global to the execu-
tion and the other which focuses on a process
by stepping from event to event within that
process. We now look at a third kind of sin-
gle step which is intended to support scenarios
such as the one described next.

Consider the situation depicted in Figure 3,
and imagine that the receive event u is known
to be wrong. To determine the cause of the
error, the user needs to examine the events
in the past of u. Global-step does not allow
one to focus on a process and therefore can
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Figure 3: Motivating the step-in operation.

not serve our purpose. On the other hand, al-
though step-over focuses on a process, request-
ing such a step would cause event u to immedi-
ately become ready. What the user needs is a
method of single stepping towards event w, in
such a fashion that it will be possible to find the
event(s) causing u to be wrong. We can think
of this requirement as a need to step in the
past of u, instead of stepping over it. This ap-
proach is much like a sequential step-in opera-
tion which jumps to the beginning of a function
instead of automatically executing it. Based on
this requirement and on the traditional step-in
function, we define a step-in operation.

The step-in function should cause the small-
est amount of execution leading to the eventual
occurrence of the Next event of the selected
process. When a process is selected for a step-
in, two situations are possible: the process has
aready event or it does not. In the first case, as
only the smallest amount of execution should
occur, the step-in operation will cause only the
ready event in question to become executed.
This approach truly leads to the smallest pos-
sible amount of execution for a single process.
On the other hand, if the process has no ready
event, its Next event, A/p, is determined and
all ready events in its past are added to the
executed set. Doing so allows the execution to
progress towards Np.

Algorithm 4 (Step-in(P))
If (P has a ready evente)
Then ezecuted := executed U e
Else ezecuted := executed U (past(Np)N ready)
Endif
update_execution_sets

The step-in operation is interesting for two

main reasons. The first is that it allows the
user to cause a single ready event to Execute.
The user does so by requesting a step-in for
the process containing the specific ready event.
In most cases the step-over operation does not
allow the user to do this. Instead, a step-over
would not only execute the ready event but also
everything in the past of the Next event of the
trace. The other use of a step-in is the abil-
ity to gradually execute events in the past of
a specific event, in such a way as to make the
execution progress towards this specific event.
A step-over would immediately cause the event
to become ready instead of gradually getting
closer to it.

One will notice that both step-in and step-
over cause execution only in the past of Ap,
consequently, other events are unaffected. Fur-
thermore, as multiple step-in operations add
ready events in the past of N'p to executed, the
execution will progress within this past until
it contains are no more ready events. When
this situation occurs, it implies that Ap is it-
self ready, which is what is accomplished by a
single step-over. This shows that the step-in
operation performs small execution increments
within a step-over.

In addition, it is worth noting that perform-
ing a step-in within every process containing
a ready event will result in the same overall
execution state as a global-step operation. Al-
though this observation shows that a global-
step can be emulated with multiple step-in op-
erations, providing the user with the capability
to do a global-step simplifies stepping through
large distributed executions with many pro-
cesses and a high degree of concurrency.
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Figure 4: Poet display: initial scenario

5 Single Stepping in Poet

The concepts described above are currently im-
plemented in Poet. When the single-stepping
option is turned on, the three execution sets are
initialized. The events are colored differently
depending on their set membership. In the fol-
lowing gray-scale renderings of Poet’s color dis-
play, the darkest events are part of the ready
set, while the lightest are members of the non-
ready set; the shading that falls between the
other two represents executed events. Using
the mouse, a user can then chose to perform
one of the three available step functions. In
the case of step-over and step-in operations, the
user must select a trace in which the step will
take effect. The following figures give examples
of each of the three step functions.

Figure 4 shows Poet in the middle of a single-
stepping session. The execution consists of
six processes communicating asynchronously.
The current ready set contains two events,
one on trace “nith:cholhost” and the other on
“nith:cholnode”. These two events are ready
because their past is fully executed. On the
other hand, trace “big:cholnode” for example,
does not have a ready event. As is shown,
the first two events of this trace are exe-
cuted, therefore, its third event is the poten-
tial ready one. However, this event cannot be
part of the ready set, since it depends on a

non-executed event, namely the ready event of
“nith:cholhost”. All events that are successors
to the two ready events are non-ready.

From this situation, performing a global-
step would result in the display shown in Fig-
ure 5. Both ready events of Figure 4 are
now executed and the new ready events have
been determined. The execution of the ready
event of “nith:cholhost” enabled two events
to become ready: its direct successor in the
same trace, and the first non-ready event of
“big:cholnode”. Executing the ready event of
trace “nith:cholnode” allowed its direct succes-
sor to be ready. All other non-ready events still
depend on non-executed ones and therefore, re-
main non-ready after the global-step.

Instead of a global-step, the user could have
selected a step-over from the situation shown in
Figure 4. In such a case it is necessary for the
user to specify a trace in which the step should
be performed. Figure 6 depicts the result of
a step-over in trace “galt:cholnode”. This op-
eration caused the first non-ready event of the
selected trace to become ready; this was ac-
complished by forcing the execution of the past
of this event, i.e., three non-executed events in
“nith:cholhost”. With these three events now
executed, not only does “galt:cholnode” have
a ready event but events in “nith:cholhost”,
“big:cholnode” and “little:cholnode” also be-
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come ready.

Finally, Figure 7 shows the result of a step-in
request in trace “galt:cholnode” starting from
the situation of Figure 4. Unlike for step-over,
the first non-ready event of the trace in ques-
tion is not forced to become ready; instead, ev-
ery ready event in its past is added to executed.
In this case, the ready event in “nith:cholhost”
belongs to the past of the first non-ready event

of “galt:cholnode” while the other is concur-
rent to it. Therefore, only the ready event of
“nith:cholhost” is added to the executed set.
When updating the execution sets two new
events become ready, one on “nith:cholhost”
and the other on “big:cholnode”.

The current implementation deals with both
synchronous and asynchronous communica-
tion although only asynchronous messages are
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shown in the examples. The colors used to dis-
tinguish the execution sets are configurable by
the user, and the single-stepping option can be
turned on and off at any time. The implemen-
tation also handles the clustering of processes
and the abstraction of events, as is briefly ex-
plained in the next section.

6 Single Stepping and Ab-
stractions

Due to the overwhelming amount of infor-
mation that can be collected by an event-
visualization tool, reducing the quantity of de-
tail presented to the user is necessary. Poet
provides two methods for such a purpose: pro-
cess clustering and event abstraction.

Process clustering, as the name implies, at-
tempts to reduce the number of processes pre-
In many situations, cer-
tain processes, as well as the interactions be-
tween them, are of no interest. If such pro-
cesses could be grouped, or clustered together,
the user would be presented only with a single,
higher-level, process-like entity, instead of the
many processes hidden within. More details on

sented to the user.

process clustering can be found in [3, 13].
The introduction of process clustering com-
plicates the task of single stepping. Since a

step-in in “galt:cholnode”

process cluster is made up of more than one
process, it must be treated as a partial order-
ing of events. We have seen that in the case
of partial orders, more than one event can be
ready at the same time; therefore, when deter-
mining the Next event of a cluster, there may
be more than a single one. It is necessary to re-
define the step-over and step-in operations so
as to deal with this possibility. Furthermore,
the user’s view of events no longer corresponds
directly to the low level execution, since some
events have been hidden by the clustering oper-
ation. To maintain the advantage of clusters, it
is important that single-step operations behave
as if hidden events did not exist. Currently, the
theory behind single stepping with process clus-
ters has been developed and the single-stepping
algorithms have been extended accordingly [7].

The second method used to reduce the
amount of detail presented to the user is called
event abstraction. Instead of clustering pro-
cesses together, this method groups events into
higher-level events. More details on event ab-
straction are given in [3, 10]. In the presence of
abstract events new precedence between events
is introduced. This is caused by the depen-
dence created between the events constituting
an abstract event. Furthermore, to respect the
fundamental goal of event abstraction, each ab-
stract event must be treated as a single en-



tity. This implies that a step function affects
an entire abstract event, irrespectively of its
constituent events. Once both of these issues
are taken into account, the single-stepping op-
erations can be extended to deal with abstract
events. The description of these extensions can

be found in [7].

7 Conclusions and Future
Work

This paper discusses the fundamental issues re-
lated to single stepping in event-visualization
tools. Three single-stepping operations have
been defined to deal with partially-ordered dis-
tributed executions. These operations were
implemented in Poet, a visualization tool de-
veloped at the University of Waterloo. Exe-
cutions can be visualized post mortem, using
the single-stepping operations to incrementally
step through and understand the monitored ex-
ecution. Alternatively, Poet can deterministi-
cally replay the execution, using the recorded
event data as a reference to break potential
(non-deterministic) races [16]. During replay,
sequential debuggers can be attached to the
processes of the distributed application [17]. In
such an environment, single stepping allows the
user to examine the internal state of each pro-
cess while incrementally progressing through
the execution.

Poet also supports abstraction facilities to
deal with the potentially huge amount of event
data generated by non-trivial distributed ex-
ecutions. We have collected experience with
event trace data consisting of multiple tens of
thousands of events, generated by hundreds of
processes. The single-stepping operations pre-
sented in this paper have been extended to deal
with process clusters and abstract events.

An as yet open problem is how to define
and implement single stepping in the absence
of event data. As mentioned before, our ap-
proach assumes that we know about the oc-
currence of events a priori, either because we
visualize the execution post mortem or because
we have access to the reference event data dur-
ing deterministic replay. Without this informa-
tion, it is, for example, not possible to define a
step-over operation, which requires knowledge

about the past of an event that has not yet
occurred. Without this knowledge, it becomes
impossible to decide which processes should be
blocked and which processes should be allowed
to execute and by how much.
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