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Abstract

A process-time diagram showing the execution
history of individual processes and the inter-
actions between processes can be a very use-
ful tool in understanding the behaviour of a
distributed or concurrent application. Because
of the variety of environments for writing dis-
tributed and concurrent applications, a tool
that produces such diagrams is most useful if
it is not tied to a particular environment. This
paper1 describes techniques that can be used to
obtain such target-environment independence.
Because target environments can di�er in their
conceptual model of process interactions, e.g.,
message passing versus remote-method invoca-
tion, it is important to provide a very general
structure for such speci�cations, making as few
assumptions as possible about characteristics
that must be possessed by all target environ-
ments. By making reference to our experience
with the implementation of the Partial-Order
Event Tracer, we will suggest principles for
e�ectively using table-driven implementations
and appropriate means for dealing with odd sit-
uations that cannot reasonably be coded into
a table or control �le. We claim that appropri-
ate use of such techniques need not compromise
execution e�ciency, relative to a tool designed
for only one environment, and also allows easy
implementation for a new target environment.

1The IBM contact for this paper is Pat Finnigan,

Distributed AD Tools, IBM Canada Ltd., Dept. 583,

1150 Eglinton Avenue East, North York, Ontario M3C
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1 Introduction

Debugging applications in a distributed or par-
allel environment presents di�culties not found
when debugging a sequential application run-
ning on a single processor. These di�culties
include the lack of a well-de�ned total order
for the events taking place, non-deterministic
behaviour, and the lack of a global clock (in a
distributed environment). Although many en-
vironments now exist for distributed and paral-
lel computing, these di�culties are largely in-
dependent of the properties of speci�c environ-
ments. Thus, a tool intended to assist in un-
derstanding and debugging applications in dis-
tributed and parallel environments will be most
useful if it is not tied to a particular environ-
ment, but is useful across many such environ-
ments.

In the Shoshin research project at the Uni-
versity of Waterloo, we have been endeavouring
to produce prototype software for debugging
distributed applications, using the concepts we
have developed for displays based on the par-
tial order of events and for abstraction in large-
scale applications. Achieving target-system in-
dependence in such prototype implementations
was always one of our goals, but achieving it
was sometimes a di�cult task. In this paper,
we describe the techniques we used to obtain
executable programs that are completely in-
dependent of the target environment and the
mechanisms that allow a broad range of target
environments to be described.
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Of course, there are limits to what can be
achieved in a manner independent of the target
environment. Our tools are based on the no-
tion of collecting certain events from a running
application, displaying them, analysing them,
and possibly re-executing the application while
coercing it to follow the partial order of the
stored events. The actual collection of events
can hardly be performed independently of the
target environment. Thus, in the context of
this work, target-system independence means
that a particular target environment must be
instrumented for event collection, the charac-
teristics of the environment must be appropri-
ately described for use by a debugging tool, and
then the target-system-independent tool may
be used with applications running in that envi-
ronment.

The remainder of this paper is organised as
follows. Section 2 provides a brief summary of
our distributed-debugging tool, as background
for the remainder of the paper. Section 3 de-
scribes the general trace-and-event model used
to represent the behaviour of applications in a
wide variety of environments. Section 4 then
describes the event-description table, which is
the key structure used to represent a target en-
vironment. Section 5 discusses the choice be-
tween encoding information in description �les
and providing information dynamically from a
running application. It also describes some of
the information about an environment that is
not contained in the event-description table.
Section 6 contains some conclusions and some
lessons learned.

2 Prototype Tools for De-

bugging Distributed Ap-

plications

Our objective was to develop techniques and
tools for e�ective debugging of distributed and
parallel applications. In doing this, we were
especially concerned with the need to deal with
large applications, containing many processes
and generating many events. Thus, much of
our work concerns techniques for abstraction
that will allow a user to work e�ectively with
large and complex execution histories.

Our prototype initially provided a visualisa-
tion of the execution of a distributed appli-
cation, displaying processes and events, with
events related by the fundamental underlying
partial order. (In a partial order, event A may
precede event B, event B may precede event A,
or neither of these may be true, in which case
A and B are concurrent.) This was extended
to provide abstraction in the process and event
dimensions and to provide displays based on
real time as well as the original partial-order
displays.

Other extensions provided linkage with a
\standard" debugger, using facilities of the
AIX Workbench [4] and facilities for replay.
In this context, \replay" means re-execution of
the application, coercing it to follow the same
partial order as during the initial execution.

The tool was used initially with programs
written in Hermes [7], but use with other en-
vironments was contemplated from the begin-
ning and extension to other environments, such
as Concert/C [10] and OSF DCE [6], began
once the prototype software became reasonably
stable. As the software was modi�ed, continu-
ing e�orts were taken to retain and enhance its
target-system independence.

The tool is known as POET (for \Partial-
Order Event Tracer") and has a multi-process
structure, as indicated in Figure 1. Events 
ow
from the target application to the disk-server
process, where they are placed in the raw-event
�le. The remaining processes (other than the
application processes) are clients of the disk
server. The debug-session process provides di-
rect user interaction, including the drawing of
partial-order and real-time displays, fetching
event data from the disk server as required.
The checkpoint process is essentially a perfor-
mance optimisation, which is not important for
the present discussion.

POET may be con�gured, at installation or
by an individual user, for one or multiple tar-
get environments, through a speci�cation in an
X Toolkit resource �le. If it is con�gured for
multiple target environments, it determines the
environment to be used on this execution when
the user starts the execution of a program or
attaches an existing �le of event data. The re-
sulting displays can have signi�cant di�erences,
particularly in the semantic signi�cance of the
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lines and symbols used. Figures 2 and 3 show
examples of displays obtained in the OSF DCE
and �C++ [2] environments, respectively. It
is not possible to describe the displays fully,
but a description of a few features will illus-
trate the di�erences that can exist because of
di�erences in target environments. In the OSF
DCE display, all trace lines represent threads
(in clients or servers); in the �C++ display,
most trace lines represent threads of execu-
tion, but the trace line \bu�er(0x30590)" rep-
resents a monitor [3]. Thus, all interactions be-
tween traces in the OSF DCE display represent
remote-procedure calls, whereas the particular
interactions shown in this �C++ display rep-
resent monitor entries and returns. The use
of symbols, e.g., circles versus squares, also has
di�erent meanings as does the use of a solid ver-
sus dashed versus blank trace line. For the lat-
ter, in the OSF DCE display, a blank trace line
means that the thread has either not started
or has terminated. In the �C++ display, the
trace line is blank in these cases, but is also
blank when the thread of control has entered a
monitor.
This particular screen dump was obtained

from an older version of POET, but as of the
current version, all these di�erences are en-
coded in the target-description �le which is
loaded at the point POET determines the tar-
get environment being used on this execution.

3 Distributed-System

Model

To achieve target-system independence across
a broad range of systems, it is necessary to be-
gin with a very general model of the behaviour
of applications. Our model contains two ba-
sic concepts: traces and events. A trace rep-
resents some entity with sequential behaviour
and events represent actions of interest. Each
event is assumed to be associated with a single
trace. In addition, events may be connected to
each other, as event pairs, and pairings may be
synchronous or asynchronous.
In some sense that is the complete model, so

it is simply a matter of mapping the behaviour
of any particular system onto it. For exam-
ple, in a standard RPC-type system, each trace

represents a process and events represent RPC
interactions as well as \local" activities such as
process initiation and termination. Speci�cally,
an RPC will be represented by four events: call,
call-receive, reply, and reply-receive, with the
�rst two being a synchronous pair and the last
two also being a synchronous pair.

For an environment such as Hermes, which
provides asynchronous message passing as well
as synchronous RPC, it is su�cient to pro-
vide additional events representing the asyn-
chronous message passing. Most of the environ-
ments currently supported are based on one or
both of RPC and asynchronous message pass-
ing, and can be mapped onto the model in obvi-
ous ways. The generality of the model can be
illustrated by considering the �C++ environ-
ment, used as an example in the preceding sec-
tion. It is based on shared-memory parallelism
and provides facilities such as semaphores and
monitors to control access to the shared mem-
ory. Thus, some traces represent processes but
other traces represent monitors, semaphores,
etc. Event pairs then can represent entry of
a process into a monitor, blocking of a process
on a semaphore, and so forth. Because mon-
itors and semaphores also have sequential be-
haviour and their interactions with processes
can be represented by event pairs, the model
can easily describe such a system as well as a
system based on some form of message passing.

At a somewhat lower level, the model must
also specify how the event pairing is accom-
plished. Again, we have attempted to adopt a
mechanism that is both simple and general. In
each trace, events are numbered sequentially,
beginning at zero, and it is the responsibility of
the event-collection logic to generate the event
numbers. To specify an event pairing, it is suf-
�cient to identify the trace containing the other
event and the event number within that trace
for the partner event. It is only necessary for
one of the two events in a pair to identify the
other event, although specifying the pairing in
both events, when possible, adds useful redun-
dancy. (When events represent sending and re-
ceiving of messages, it is often di�cult or im-
possible for the sending event to identify the
receiving event. By passing an event identi�ca-
tion along with the message, it is easy for the
receiving event to identify the sending event.)
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Figure 1: Process structure of POET

Figure 2: Display of OSF DCE execution
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Figure 3: Display of �C++ execution

An additional practical issue needs to be
taken into account in the model. Many traces
may be associated with a single process, e.g.,
threads in an OSF DCE server. For e�ciency
(and conservation of �le descriptors), it is nec-
essary to multiplex such a set of traces onto a
single event stream. Thus, an event is identi-
�ed by a stream identi�cation, a trace identi-
�cation (which may be unique only relative to
the stream), and an event number. In our soft-
ware, event numbers are required to be 4-byte
integers but, to allow for varying needs of tar-
get environments, both stream and trace iden-
ti�cations are arbitrary-length byte sequences.
Because it is inconvenient to use a pair of
arbitrary-length byte sequences as a unique
identi�er, these are immediately mapped inter-
nally into a single integer trace number (unique
across all streams).

4 Event-Description Table

Given the modeling of an application as a col-
lection of traces and associated events, the key
issue in describing an environment is the de-
scription of its event structure. It is neces-
sary to describe the types of events that exist
and to indicate their relationships. The event-
description table provides information about
event pairings, allowable event ordering within

a trace, and additional miscellaneous informa-
tion. The format of the table is intended to
make it reasonably simple for a developer to
create it; various transformations are applied
internally to create a form that is simple to ac-
cess. In the table, each entry describes a single
event type, with multiple entries used for one
event type if necessary, as described below.

Figure 4 shows an extract from a hypotheti-
cal event-description table, describing the four
events involved in an RPC interaction. Each
entry begins with the identity of the event be-
ing described; the remaining �elds will be dis-
cussed below.

Specifying event sequence within a trace is
primarily useful as a means of providing a de-
gree of error checking on the incoming streams
of events. Three speci�cations can be made.
A 
ag is used to indicate whether an event
can legitimately be the �rst event of a trace.
A next-event �eld is used to indicate that
a speci�c event type must follow this event
type. In the above example, the next-event
�eld (the second �eld in the entry) is used to
specify that a DBG CALL must be followed
by a DBG REPLY RECV, since the call event
blocks the thread until a reply is received. A
particular pseudo-event-type can also be placed
in the next-event �eld to indicate that there is
no next event, i.e., that this event type must
be the last event of the trace.
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DBG CALL, DBG REPLY RECV,

-1, 0, F CIRCLE, DASH, "call";

DBG CALL RECV, 0, DBG CALL, TERM, -F CIRCLE, SOLID, "receive";

DBG REPLY, 0, -1, 0, O CIRCLE, SOLID, "reply";

DBG REPLY RECV, 0, DBG REPLY, TERM, -O CIRCLE, SOLID, "reply receive";

Figure 4: Extract from an event-description table

Event pairing is, of course, one of the most
important speci�cations. Essentially, three
things must be speci�ed: which event types
pair with each other, which events contain
partner data, and whether pairings are syn-
chronous or asynchronous. The �rst two are
speci�ed by giving a partner-event type: if
that type is 0, there is no partner; if that
type is �1, there is a partner but this event
type does not contain partner data; otherwise,
that type is a possible partner and this event
type contains partner data. For an event type
that contains partner data and has multiple
partner types, multiple entries are included in
the table, one for each partner type. The
partner event is the third �eld of each en-
try, so in the above example DBG CALL and
DBG CALL RECV are indicated as an event
pair, with only DBG CALL RECV containing
partner data.
The synchronous/asynchronous property is

speci�ed by attaching a 
ag to the sending
event of the pair. This re
ects a subtlety of
the kind that is likely to be discovered only
by considering the properties of several envi-
ronments. In most cases, an environment will
contain disjoint sets of synchronous and asyn-
chronous events. However, it is possible for
a single type of receive operation to receive
messages sent either synchronously or asyn-
chronously. Requiring each event type, rather
than just sending events, to be marked syn-
chronous or asynchronous would not properly
re
ect the properties of such an environment.
All events in the above example are syn-

chronous, so suppose that DBG SEND and
DBG RECEIVE are an asynchronous pair of
events. For DBG SEND, the partner type will
be speci�ed as �1 and the asynchronous 
ag
will be speci�ed. For DBG RECEIVE, the
partner type will be speci�ed as DBG SEND
and no 
ags will be speci�ed.

It is not reasonable to describe here all of
the other information that can be provided in
the event-description table; the following in-
cludes some of the more important informa-
tion. A character-string name is provided, to
use in identifying the event on the display, e.g.,
DBG CALL will be identi�ed as \call". A sym-
bol type is provided, indicating whether to rep-
resent the event by a �lled or un�lled square or
circle, e.g., the call/receive pair of events will
be shown as �lled circles and the reply/reply-
receive pair of events will be shown as un�lled
circles. (The minus signs indicate the direc-
tion in which arrows should be drawn between
events. The TERM 
ag indicates almost the
same thing, namely which of the events in a
pair \terminates" the interaction, but does not
directly control the visual display.) A 
ag value
indicates whether a text annotation should be
expected following this event type and a second

ag value indicates whether such a text anno-
tation should be taken as the name of the trace.
(None of the events in the RPC example have
text annotations.)
Finally, one �eld indicates what kind of

line should be drawn following this event type
(solid, dashed, or none). The interpretation of
the three line types is dependent on the envi-
ronment. The most common interpretation is
that a solid line means the process or thread is
active, a dashed line means it is blocked, and
no line means it has not yet started or has ter-
minated. In the above example, DBG CALL
blocks the thread and so has linetype DASH,
whereas all other line types are SOLID. (Of
course, the line types cannot re
ect informa-
tion missing from the set of events. Unless a
receive-block event is added to the above ex-
ample, blocking at the receiving side of a call
will not be indicated.) Because such an in-
terpretation is not embedded in the descrip-
tion technique, a quite di�erent interpretation
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can be used if appropriate. As described previ-
ously, in �C++ when a thread is executing in
a monitor the trace line for the thread is not
drawn. Combined with the connecting lines for
the event pairs representing monitor entry and
exit, this creates a visual e�ect suggesting that
the thread of control leaves its trace line, en-
ters the monitor, and �nally returns to its own
trace line.
One other issue cannot be fully described

here, for space reasons, but should be men-
tioned. To build a display that properly re-

ects both synchronous event pairing and the
real time of event occurrences, it is necessary to
introduce �ctitious events into the display [9].
The problem is that the description needs to in-
dicate both what the real-time display should
look like, including the �ctitious events, and
what the event stream from the application
should look like, excluding the �ctitious events.
The problem is solved using a 
ag to mark
the �ctitious events, combined with the usual
mechanism for indicating required sequences of
event types.

5 Other Descriptive Infor-

mation

The event-description table contains most of
the critical information about a target environ-
ment. A compiled form of the table is placed
in a �le that can be loaded at execution time to
customise POET for that environment. Other
information about the target environment can
be supplied in two ways: by adding it to that
�le or by having it passed directly from the
application program, at the beginning of the
event stream. Some additional information is
included in the �le, such as titles to use for the
event-display window and program-execution
windows.
Information is provided at the beginning of

the event stream that is crucial to its interpre-
tation, notably the lengths of the stream iden-
ti�cation, trace identi�cation, and text anno-
tations. If some event types are omitted from
the event-description table or are improperly
described, the event stream will not be inter-
preted properly, but errors will occur only with
respect to the events in question. If some of

the lengths are improperly speci�ed, the code
receiving the event stream will lose track of
event boundaries and will be unable to extract
anything useful from the event stream. Be-
cause of the major consequences of errors in
these lengths, it is prudent to place them di-
rectly in the event stream rather than relying
on proper correspondence between the event-
collection logic and an external �le.

Early versions of POET did not provide
this information directly in the event stream.
We discovered that someone working to make
POET available in a new target environment
might copy too much of the speci�cation from
an existing target environment, including the
code that is supposed to uniquely identify the
environment. The result was that the two en-
vironments could be confused and if relevant
length parameters did not match, chaos ensued.
Although one can argue that duplicating the
identifying code is an error that shouldn't be
excused, reacting as well as possible to such
problems is a reasonable design objective.

The information discussed above (in this and
the preceding section) is su�cient to describe
most properties of a target environment, as
needed for providing event displays, controlled
replay of execution, etc. In real life, there will
always be some things that do not �t neatly
into such a table-driven structure. As we en-
counter unusual problems in various target en-
vironments, the �rst approach is always to �nd
some adaptation or extension of the existing
table-driven structure that will accommodate
the situation. When such an approach fails, it
is highly desirable to have a solution that does
not involve adding code of the form \if (tar-
get environment == X) . . . " to programs that
are otherwise target-environment independent.

We have used the client-server structure of
the tool to provide an escape mechanism for
dealing with such problems. The disk server is
not restricted to dealing with only the debug-
session and checkpoint clients indicated in Fig-
ure 1, but contains a table allowing an arbitrary
set of clients to be used. A mechanismhas been
provided for copying data into this client ta-
ble from the target-description �le. This mech-
anism has been used in two slightly di�erent
ways, to handle what might be described as
known and unknown target-speci�c problems.
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An example of a known target-speci�c prob-
lem is default clustering. Process clustering
can be used to group traces and hide activ-
ity internal to sets of traces [8]. In some tar-
get environments, parts of the run-time sys-
tem are \exposed" in the event display, but
are normally of little or no value to an appli-
cation developer. Thus, a default-clustering fa-
cility is provided that puts the exposed system
traces into a cluster, removing them from view.
The problem is that in the two current target
environments that have this property, Hermes
and ABC++ [1], the algorithms for determin-
ing the default clustering are radically di�erent.
Both algorithms rely on a complicated com-
bination of data involving trace names, trace
identi�ers, and events. Although the Hermes
default-clustering algorithm is table-driven, ex-
tending it to handle ABC++ would be un-
reasonable. Thus, default clustering is im-
plemented by creating a target-environment-
dependent client program to perform the clus-
tering. Such a client can be designed using
two existing speci�cations: the standard client-
server interface of the disk server and the for-
mat of a cluster-description �le, as is written
out when the user speci�es that a cluster hier-
archy should be saved.

An example of an \unknown" target-speci�c
problem is the handling of names in ABC++.
In that environment, it is not reasonable to
obtain the textual names for processes, object
methods, etc., directly during program execu-
tion. Instead, information such as addresses
is obtained and must be translated elsewhere.
This translation is also provided by a target-
environment-speci�c client. In this case, the
client fetches the textual annotations, trans-
forms them using information in object-module
symbol tables, and then asks the disk server to
rewrite the stored annotations.

Clients to address these problems are spec-
i�ed in the target-description �le, and subse-
quently placed in the client table, only if rel-
evant to the target environment. A client to
solve the �rst type of problem is placed in a pre-
de�ned location in the client table and is used
under prede�ned circumstances. (At present,
the above example is the only such client.) A
client to solve the second type of problem is
placed in one of two generic slots provided for

the purpose and is normally started immedi-
ately. The disk server and other client pro-
cesses do not have any knowledge of the func-
tion that such a client may perform, but by
using the standard interface to the disk server,
a useful client can be constructed.

Finally, we have avoided dealing directly
with at least one problem by making appro-
priate use of the facilities for event abstraction
[5]. As indicated above, event pairing is sup-
ported but there is no direct support for con-
nection of larger sets of events. In an envi-
ronment that provides multicast or broadcast
communication, we collect a set of events that
represents the communication as several con-
secutive sends paired with the individual re-
ceives. Abstraction is then used to combine
the many elementary send events into a sin-
gle abstract send. The automatic construction
of such abstract events is supported using a
target-environment-speci�c client, as just de-
scribed.

6 Conclusions

When we began developing tools for debugging
distributed applications, target-environment
independence was an initial goal. Our �rst
prototype used a table for some event-related
information, but had two major problems.
One was that a substantial quantity of target-
environment information was explicitly coded
into various functions. The other problem was
that the event table was very complex. It was
a square array, indexed in both dimensions by
event type. In practice, it was very di�cult to
generate proper values for the (many) entries
in the array and it would have been extremely
di�cult to document the construction of the ar-
ray so that someone else could reasonably have
coded one for another environment.

The �rst prototype provided negative ex-
perience that was very helpful in building a
second prototype. In that prototype, the
event-description table was kept quite simple
and more care was taken to eliminate target-
environment dependencies from the code. To
create a working prototype reasonably quickly,
a few such dependencies existed initially, but
were subsequently eliminated. For some time
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the level of target-system dependence was that
a �le containing the event-description table was
linked into the disk server and some of the
disk-server �les were compiled using a target-
system-dependent header �le. Thus, the source
for the disk server and the source and executa-
bles for the other processes were target-system-
independent. More recently, all dependencies
have been moved out of the executable code,
primarily through the creation of the target-
description �le.

Most of the lessons learned from the expe-
rience of developing techniques to make our
code target-environment-independent are rea-
sonably obvious, at least in retrospect, but it
may be useful to list some of them. (1) Put
as much information as reasonable into tables
and description �les. These �les should be sim-
ple in structure and content. Wherever appro-
priate, preprocessing or processing during tool
initialisation should be used to reduce the com-
plexity of the information that must be sup-
plied by the individual coding the table or �le.
(2) As far as possible, assume nothing about
the target environment. For example, make
everything variable-length that might conceiv-
ably di�er between target environments. Then,
for e�ciency, map the variable-length �elds to
a �xed-length internal representation as soon
as possible. As a more speci�c example, do not
assume that an event cannot pair with both
a synchronous and an asynchronous partner
event. (3) Supply highly critical information
(such as �eld lengths) directly from the target
environment, to minimise the possibility of dis-
aster. (4) Acknowledge that some things can-
not be handled by general, table-driven mecha-
nisms and provide well-de�ned mechanisms for
accessing environment-speci�c code to handle
those things. Our use of a client-server struc-
ture is one possible means; dynamic loading of
code, where supported by the operating sys-
tem, would be another. (5) Finally, use low-
level, generic system services as much as pos-
sible. For example, we use TCP streams for
passing events from the target application to
the disk server, because TCP is widely avail-
able. Individuals looking at only one target
environment, e.g., OSF DCE, have advised us
that we should use DCE facilities for transport-
ing events. We have always ignored such advice

because it would then tie the entire tool to one
particular environment.

Although it is not possible to provide hard
evidence, we believe that our use of a general-
purpose implementation, not tied to any par-
ticular environment, has had very little impact
on e�ciency. One of the most critical e�ciency
issues is the probe e�ect induced by the event-
collection code in the target program. Other
than the requirement that an initial block of
header information be provided on each event
stream, there is essentially no e�ect on the
event-collection code, so the probe e�ect is al-
most entirely independent of our implementa-
tion techniques. (In practice, the cost of col-
lecting an event is the cost of the system call
to write it to the TCP stream, plus negligible
cost in the event-collection code itself.)

In the tool itself, there are some costs associ-
ated with generality. Some structures must be
allocated dynamically because their lengths are
not known at compile time and some data must
be copied using function calls rather than as-
signments for the same reason. As well, there
are some additional costs associated with ini-
tialisation, as data is extracted from the target-
description �le by the disk server, used for its
own purposes and passed to the client pro-
grams. None of these costs appears signi�cant.
As well, there is the impossible-to-quantify is-
sue of optimisation. Because the tool is being
used across several target environments, con-
siderable e�ort has been expended in optimis-
ing its performance. A tool with more limited
applicability might not have justi�ed such ef-
fort in optimisation.
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