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Abstract

The events occurring in the execution of a dis-
tributed or parallel application are related by
a partial, rather than a total, order. We have
developed prototype software that collects such
events during program execution and produces
a graphical display consistent with the par-
tial order. Such a display can be very help-
ful in understanding and debugging distributed
and parallel applications. However, using only
partial-order information does not allow the
performance characteristics of an application to
be understood. Integrating real-time informa-
tion with the partial order can provide a dis-
play that is useful for understanding both func-
tional and performance aspects of the applica-
tion. An algorithm is required to adjust the
collected real-time information, to ensure that
real times are conmsistent with the partial or-
der. Lamport’s clock algorithm provides such
an adjustment, but can significantly distort the
real-time values. It was necessary to develop a
more complex algorithm, using the same basic
principles, that minimises such distortions. We
have extended existing prototype software for
displaying event data, so that either a purely
partial-order display or a real-time display may
be obtained. The real-time facilities can be
used in multiple target environments, such as

OSF/DCE, Hermes, and SR.

1 Introduction

It is important to be able to understand the
behaviour of a distributed or parallel applica-
tion that is being developed. For many pur-
poses, a display that shows the interaction be-
tween the processes or threads of an applica-
tion can be a very useful aid to understanding.
We had previously developed a prototype tool
that allowed event data to be collected from
an application and displayed according to the
intrinsic partial order of the events. The re-
sulting displays were useful for understanding
the functional behaviour of an application but
provided rather little information about perfor-
mance characteristics.

Although a purely partial-order display al-
lows some performance problems to be de-
tected, such as an unexpectedly large number
of calls from a particular client to a particu-
lar server, most performance problems can be
detected only by using explicit real-time in-
formation. One approach would be to build
a display based purely on the real times at
which events occurred, but we wanted to retain
the advantages of the existing partial-order dis-
play and also wanted to avoid display anomalies
that might result from non-synchronised clocks.
Thus, we chose to integrate real-time informa-
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tion with the existing methodology for building
partial-order displays, rather than building a
completely different display. This also allowed
us to continue using the existing facility for pro-
cess clustering and should allow use of future
facilities for event abstraction, both of which
can be used to eliminate currently irrelevant
detail from the display.

The remainder of the paper is organised as
follows. Section 2 contains a brief description
of the work on which the real-time-display facil-
ities are built, including the existing debugger
prototype, real-time display facilities developed
elsewhere, and algorithms for clock synchroni-
sation. Section 3 describes the algorithm used
to adjust real times to make them consistent
with the partial order. Section 4 describes the
construction and scrolling of real-time displays
using the adjusted real times. Finally, Section
5 provides a summary and conclusions and sug-
gests some possibilities for further work in the
area.

2 Previous Work

Previous papers have described the basic event-
collection and display techniques used in our
partial prototype of a distributed debugger [11]
and have described the use of process clus-
tering to eliminate unwanted detail from dis-
plays [12]. This section briefly summarises the
work discussed in those papers and then dis-
cusses some previous work in providing real-
time displays showing the execution of parallel
and distributed applications. Finally, a brief
review of clock synchronisation is presented.
The basic concept behind our existing pro-
totype is that “important” events are collected
as an application executes and are then dis-
played, using a vertical line to represent each
process (or thread or ...), placing a symbol
representing each event on the appropriate line,
and connecting the symbols for events repre-
senting process interactions. The “importance”
of events is partly a matter of subjective judg-
ment, but the set of collected events must in-
clude all those representing interactions be-
tween processes, such as message sends and re-
ceives. Additional events may be included if
they are likely to provide useful information in

Figure 1: Simple example of an event diagram

the resulting display. The local execution of
each process and the inter-process events in-
duce a partial order on the complete set of
events. The display is drawn so that it is con-
sistent with that partial order. That is, if event
A precedes event B in the partial order, A will
be placed at a higher display position than B.

A simple example of an event diagram (which
we have used previously [11]), containing three
processes and eight events, is shown in Fig-
ure 1. In the figure, the horizontal connect-
ing lines represent synchronous interactions be-
tween processes and the sloping connecting
lines represent asynchronous interactions.

Such a diagram is, we would argue, exactly
what is needed to determine whether process
interactions are proceeding correctly; a conven-
tional sequential debugger should be used to
examine the internal activity of any individual
process. However, neither the given diagram
nor a sequential debugger provides much help
in determining whether there is a performance
problem. For example, it could be that some
of the inter-event spaces represent very large
amounts of computation and some represent
only a few machine instructions.

The prototype provides many features
needed to make such displays useful. One of
the most important is an ability to scroll back-
ward and forward in time, to view different
parts of an execution history. Because the dis-
play is based on a partial order, a scrollbar does
not suit this form of scrolling, so the scrolling
is based on selecting an event and dragging
it to the top or bottom of the display area.
Other features include explicit display of prece-
dence relationships, providing further informa-
tion about displayed events, and drawing hor-
izontal rather than vertical displays for those



who prefer that orientation. In addition, there
is the important clustering facility mentioned
above.

The prototype was carefully designed to limit
the code that was dependent on properties of
the target environment being debugged. The
prototype originally worked with Hermes [10],
but several other target environments are now
supported: Concert/C [14], OSF/DCE [7],
SR [1], the pSystem [2], and the debugger it-
self. (The debugger is organised internally as
multiple processes and has been instrumented
so that it can be used on itself.) The exten-
sions that have been made to the debugger for
real-time support are, in principle, available in
all these target environments. Since, obviously,
the instrumentation in the target environment
also needs to be extended to collect the real-
time value, we can presently only use real time
in the Hermes and self-debug versions of the
debugger and will use Hermes as a source of
examples for this paper.

There are several examples of systems that
display information about the execution his-
tory of a distributed or parallel system with
real time used as one axis of the display. Many
of these are for parallel systems, which have
the simplifying advantage of a common clock
to provide a consistent indexing on the real-
time axis. In a paper summarising a variety of
techniques for displaying information about the
execution of parallel programs [8], such process-
time diagrams are indicated as one of a hand-
ful of commonly used techniques. Although
there are many variations of detail in the dis-
plays produced, some look very much like our
existing partial-order displays [3], except that
one axis represents real time. Thus, there is a
sufficient compatibility between the displays so
that integrating real time with the event partial
order appeared to be a reasonable approach.
However, in a distributed system, clocks are
not perfectly synchronised and can yield event
times inconsistent with the partial order.

A great deal of work has been done on syn-
chronising clocks in distributed systems. Lam-
port [5] describes an algorithm for assigning
times to events in a distributed computation
so that the times are consistent with the par-
tial order. This work is fundamental to the ap-
proach taken here, however, used by itself, this

technique can result in substantial distortions
in event times since event times are moved for-
ward only when necessary to be consistent with
the partial order.

Lamport and Melliar-Smith [6] discuss the
problem of synchronising clocks in a distributed
system in the presence of faults. Many authors
have since added to this line of research [13, for
example]. However, this work is not directly
applicable to the problem of adjusting times
in the prototype since it involves sending extra
messages, often broadcasts. Furthermore, the
clock synchronisation achieved by such meth-
ods is not necessarily consistent with the par-
tial order of application events.

Heath and Etheridge [4] describe ParaGraph,
a system in some ways similar to our prototype.
The authors note the possibility of observing
“tachyons” —messages that travel backward in
time. To avoid this problem, they base all
communication on the PICL message-passing
library, which, in addition to providing porta-
bility, performs clock synchronisation. Since
our prototype debugger is designed to be re-
targetable, and since most potential target sys-
tems do not provide clock synchronisation that
is guaranteed to avoid such anomalies, this ap-
proach was not possible.

3 Time-Adjustment
rithms

Algo-

As we began to add real-time information to
the prototype displays, it became clear that
the simple, largely implicit, abstraction used
to represent synchronous communication would
be a source of difficulty. Synchronous com-
munication has the property that the two
paired events conceptually happen simultane-
ously but, of course, they do not happen at
precisely the same instant of real time. To
avoid distorting the real-time display but still
represent synchronous communication as syn-
chronous, it was necessary to define some ad-
ditional events. Rather than simply having
the pairs call/receive-call and return/receive-
return to represent a remote procedure call, we
now use two successive events to represent the
call and two successive events to represent the
receive-return. In each case, one of these events



pairs synchronously with an event in the other
process and the other represents the actual ac-
tivity at this process. For similar reasons, if
a receive must block waiting for a message to
arrive, it is recorded as two events, a receive-
blocked and a receive-complete.

In most cases, the split events have real sig-
nificance for the user. An example is shown
in Figure 2, in which it is assumed that P2
blocks before receiving the call. In this case,
the call will not block, so a real-time display
will show a very short interval between the call
and call-complete events. In general, there will
be significant information in one but not both
of the intervals from call to call-complete and
receive-blocked to receive-call. As indicated
above, if the receiving process does not block,
the receive-block event is simply omitted. Be-
cause the blocking of a call is determined at the
remote location, it is difficult to omit the initial
call event in cases that the call does not block.
The only interval that conveys little or no real
information is that between receive-return and
receive-complete, since it represents the delay
between the issuance of the return and its ar-
rival at the calling process. For most purposes,
this is just part of the (long) delay from call-
complete to completion of the return operation.

When an event is generated by the target
program, the clock time, as given by the clock
of the local processor, is recorded in the event.
If all clocks on the system were perfectly syn-
chronised, this raw clock time could be used
directly in the display algorithm. However,
processor clocks are, in general, not perfectly
synchronised. If raw times are not corrected,
they can result in distorted, or even inconsis-
tent, displays. For example, the raw time at
which a message is received may be less than
the raw time it was sent. To avoid inconsis-
tencies and distortions, the raw times must be
corrected.

The problem of correcting raw times is,
in principle, similar to the problem of syn-
chronizing clocks. However, standard clock-
synchronisation algorithms are not directly ap-
plicable, for the following reasons.  First,
the debugger operates passively in order to
minimise the probe effect. Thus time-
synchronisation protocols are not possible; the
time correction must be done with what infor-

mation is already available in the event stream.
Second, most clock-synchronisation algorithms
attempt to minimise the maximum difference
among a collection of clocks. For a real-time
display, different criteria are important: it is
imperative to avoid assigning times that are
inconsistent with the partial order, and it is
highly desirable to minimise the distortion of
short inter-event intervals.

Suppose that a call is made from one pro-
cessor to another, and that the call event is
recorded with raw time ¢, on one processor,
and that the corresponding receive-call event
is recorded with raw time ¢,, as measured on
the other processor. (The return and receive-
complete event pairs are treated similarly.)
The apparent latency L of the message is

L=t —1;

If the apparent latency is larger than the
minimum possible latency (which depends on
the hardware and software connecting the two
computers, but is always positive), then lit-
tle or no information about the errors of the
clocks can be inferred. If, however, the appar-
ent latency is less than the minimum possible
latency, then it must be the case that the clock
of the calling process is ahead of the clock of
the other process. The actual latency is

L= +e)—(t; +e5)

where e, and e, are the errors in the raw times.
This observation can be used to estimate the
error of the two clocks if some assumptions are
made.

Assume that, for each clock, the errors are
normally distributed with a fixed mean and
variance. The equation above implies that

er —es =L —(t, — )

The true value of L is unknown, but since the
observed latency is less than the minimum, the
actual latency is probably near the minimum.
If it is estimated that L &~ L.,;,, then

(t —t,)

€r — €5 N Lmzn -

where all quantities on the right-hand side are
known. It remains to apportion the net error
(the right-hand side) to e, and e;,.



P1

Call
Call-complete
Receive-return

Receive-complete

P2

Receive-blocked
Receive-call

Return

Figure 2: Example of additional events

If e, and e; are independent random vari-
ables and drawn from normal distributions, the
maximum-likelihood estimate of e, and e, is
that they are an equal number of standard de-
viations from the means of their respective dis-
tributions. Thus they must satisfy the follow-
ing equations, for some x

e, = &, —x0, (1)

e + xoy, (2)

e =

where €, and o, are the mean and standard
deviation of the errors from the clock of the re-
ceiving process, and &, and o, are the mean and
standard deviation of the errors from the clock
of the receiving process. These two equations,
in addition to the previous one, are enough to
approximate e; and e,.

The computation described above requires
the mean and standard deviation of the two
distributions. However, given a number of sam-
ples, an estimate of these parameters can be
calculated. In practice, this means keeping, for
each processor p in the system, the following
quantities:

e n, the number of samples collected for pro-
Cessor p,

e > ey, the sum of the samples, and
e > e,?, the sum of squares of the samples.

These are sufficient to calculate the sample
mean and standard deviation by well-known
formulae [9].

This algorithm results in an estimate of the
clock error that improves as interactions be-
tween processors take place. When an event
arrives at the debugger prototype, the current
estimated error for its processor is used to cor-
rect the raw real-time information. In practice,

this means that, if clocks are poorly synchro-
nised, inter-event durations are distorted at the
beginning of the execution, but become less dis-
torted later in the execution. For implemen-
tation reasons, the prototype does not revise
event times based on improved estimates of the
€error.

It sometimes happens that the correction
arrived at by the procedure described above
can result in an inconsistent display. This is
because a negative correction can potentially
place the real time of an event before one or
more of its predecessors in the same trace. In
this case, the time of the event is corrected to
be slightly greater than the time of the most
recent event in the same trace, and the time
of the partner event is moved forward by the
same amount.

This computation makes an important as-
sumption that may not always hold, namely
that the distribution of errors for a clock is
static and does not drift over time. This as-
sumption is usually a reasonable approximation
for programs that execute for short periods, but
more sophisticated algorithms may be required
for long-running programs. Another important
assumption is that the clock-synchronisation
algorithm, if one is being used, does not intro-
duce sudden changes in clock times. A clock-
synchronisation algorithm that adjusts rates to
be nearly equal, on the other hand, is helpful.

4 Real-Time Display

In most respects, creating a display based on
real time is much simpler than creating a dis-
play based on a partial order. The essential
idea is simply that each event is placed at a
position corresponding to its real time, in one



direction, and corresponding to the process it
comes from, in the other direction. Given that
events with adjusted real times are supplied
to the display algorithm, synchronous pairs of
events are automatically positioned correctly
with respect to each other. There are a few
problems: proper handling of clusters, over-
crowded displays, and large gaps in the display.

As discussed previously, one advantage of in-
tegrating real-time facilities with the existing
prototype is that existing facilities for cluster-
ing can be used with real-time displays. With
either a partial-order or a real-time display, it
can be useful to remove from the display events
that are internal to a set of processes (a clus-
ter). Eliminating events that are not currently
of interest can be important if an application
includes many processes, in order to allow easy
examination of that part of the application that
is currently of interest.

Two issues arise because of clustering. One is
simply that the order in which events are placed
on the display becomes important. The obvi-
ous choice of placing all the events for process
1, all the events for process 2, and so on, does
not work with clusters. The problem is that
events from several processes will be displayed
on a single display “trace”, and these will not
arrive sequentially if each process is handled
separately. The first problem would be quite
minor if not for the second problem, which is
that in some cases the events displayed for a
cluster may not be precedence-related. When
such situations occur, in order to properly re-
flect the partial order, the trace line used to
display the cluster is split into two trace lines
(or more, as required), with events distributed
among the trace lines such that any two events
on the same line are precedence-related. Mak-
ing insertions into the middle of such a collec-
tion and then rearranging the displayed events
is practically impossible, so the display must be
built by adding only onto the “ends” of a dis-
played cluster. As a result, the most practical
technique for building the real-time display is
to scan all traces in parallel, placing all events
for each value of real time, then proceeding to
the next value, rather than working process by
process.

Another possible problem is an overcrowded
display. In a partial-order display, the debug-

ger works internally with a notion of display
rows and will place at most one event per pro-
cess per display row. In a real-time display, the
user can specify the scale of the display (cur-
rently the specification is given in microseconds
per pixel) and it is possible to specify a scale
such that the entire execution history of a large
application will be displayed. Such a display
might or might not be legible, but the prac-
tical problem is that the debugger is designed
so that all displayed events are kept in main-
storage (actually, virtual-storage) data struc-
tures and it is not reasonable to pick up the
entire content of a large event-data file and put
it into such data structures. Thus, the program
sets a limit to the “crowding” allowed on the
display. Since, even when building a real-time
display, the program uses a notion of display
rows internally, the limit is specified in num-
ber of events per display row rather than for
the complete display. If the limit is exceeded,
the scale is automatically adjusted to create a
display that does not exceed the limit.

At present, the limit is set at twice the num-
ber of processes, but is never less than 20 even
if there are fewer than 10 processes. Since, in
any small section of execution history, process
behaviour is likely to be highly non-uniform,
this will likely mean no events from most pro-
cesses and many events from a few processes,
unless there are very few processes. In practice,
the present limit seems to allow construction of
displays that are so dense they are illegible, so
a higher limit is likely not useful.

The final problem is one that we had not ini-
tially anticipated. It is not unusual for quite
large real-time gaps to occur in an execution
history. As a result, a display may be created
in which there are several events very close to-
gether, a big gap, then several more events very
close together. If the scale factor is changed
to allow individual events to be distinguished,
the gap becomes so large that it is not possi-
ble to have events from both sides of the gap
on-screen simultaneously. Of course, such a
problem cannot occur in a purely partial-order
display and we failed to anticipate that there
would be such large variation in inter-event
times in a real-time display. The solution is
to “squeeze” the gaps. Although we have not
yet implemented the solution, our intention is



to note a situation in which some number (say,
three) of consecutive display rows will be va-
cant and then compress the gap to a small num-
ber of display rows (say, two), with a saw-tooth
line drawn across the display to indicate a dis-
continuity in the real-time axis. Fortunately,
the display construction proceeds sequentially
through values of real time, so detecting and
compensating for such large gaps will be easy
to do.

In Section 2, when discussing scrolling of
a partial-order display, it was implicitly sug-
gested that a scrollbar could be used to scroll a
real-time display. At this point, we have chosen
not to implement such a scrollbar, but rather to
perform scrolling in the same fashion for both
partial-order and real-time displays. Thus, to
move backward or forward in real time, the
user selects an event and requests that the de-
bugger drag the event to the top or bottom
of the display. All the event-selection facili-
ties provided for partial-order scrolling are then
available for real-time scrolling: selection of an
event in the current display, selection of a spe-
cific event number from a particular process,
selection of an event to which a label was pre-
viously attached, etc.

Figure 3 illustrates a partial-order display
showing processes from two Hermes inter-
preters. The processes near the top of the dis-
play, down to ac_none, are from one interpreter
and the remaining processes are from the other
interpreter. Figure 4 shows the corresponding
real-time display. The events in the upper-left-
hand quadrant of the partial-order display do
not appear in the real-time display because, in
real time, they occurred much earlier than the
other events. There is a collection of events to-
ward the right side of the real-time display that
are very hard to distinguish; however, we could
change the scale of the display to examine them
more closely.

5 Conclusions and Further
Work

In this paper, we have described the exten-
sion of an event-display facility based purely on
event partial order to handle real-time informa-
tion as well. Having worked with both types of

displays, we strongly believe that each has ap-
propriate uses and that neither could be effec-
tively used as a replacement for the other. The
adjustment of real-time values so that they are
consistent with the partial order, while trying
to minimise real-time distortion, is not a sim-
ple problem, but our initial solution appears to
provide reasonable behaviour. We may choose
to implement and test alternative algorithms,
but before doing so, it would be prudent to
characterise the “goodness” of such algorithms,
so that there would be a quantitative basis for
comparison. Fortunately, most other aspects
of creating a real-time display were, in princi-
ple, straightforward, although substantial cod-
ing effort was required to modify the existing
display data structures so that they could be
used effectively in both partial-order and real-
time display construction.

Clearly, several issues still need to be pur-
sued. As mentioned above, the facility for elim-
inating large gaps from the display has not yet
been implemented, but should be fairly easy to
do. As well, the complete set of target environ-
ments for the debugger does not yet support
real-time displays. The significant problem is
not in returning a real time with each event,
but rather the appropriate collection of the ad-
ditional events needed to handle synchronous
communication nicely in a real-time environ-
ment, as discussed in Section 3. In fact, we are
in the process of modifying the implementation
to eliminate the need to collect most of the ad-
ditional events; instead they will be synthesized
as the display is constructed. We also need to
acquire more experience in using the real-time
version of the prototype, preferably using it to
do some actual performance tuning. Such ex-
perience will also likely suggest further useful
additions to the facilities provided.
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